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Abstract—One of the key designgoals of a wirelesssensor
networkis the ability to detect,in a distributed manney events
of interest. At the sametime it is desied that the networkhas
the ability to self-oiganize forming clustes of sensomodes.In
this work, we considerthe interaction of the self-oiganization
algorithm and the distributed detectionprocessing Theeffects
of the connectivityof the wirelessnetworkand the sensitivityof
thesensos onthedetectionperformanceaare studied.Complete
receiveroperating curvesare obtainedfor a numberof scenar
ios.

Keywords—Wir elessSensorNetworks, Self-Organization,
Parley, Distrib uted Detection.

I. INTRODUCTION

In the lastfew years,therehasbeenmuchresearcion
the bestways to designwirelesssensornetworks. As-
pectsof thiswork includessystemsarchitectureandtrade-
offs [1], [2], wirelessnetwork protocolshaming,androut-
ing. While all of thesecomponentareessentiafor aprac-
tical systemwe sugges{3] thatoneof theprimaryperfor
mancemetricsshouldbethe ability of the sensometwork
to detecteventsof interest.This concepis consistentvith
theapproachiakenby lyengarandPrasad4], whoarepri-
marily notconcernedvith thewirelesscomponent.

Since wirelesssensornetworks will often have mary
nodesandwill be deplg/edin remoteervironments,it is
importantthatthey have the ability to self-oganize. This
processshouldbe donein a way that optimizesthe per
formanceof the sensometwork applications. The litera-
tureonwirelessself-oganizationgoeshackatleasttwenty
yearsto the Linked Cluster Algorithm (LCA) of Baker
and Ephremided5]. More recentwork includesthat of
Gerlaetal. [6], [7], Sharowy [8], Amis etal. [9], Kozatet
al. [10], andMirkovic etal. [11]. In this paper we study
the interactionof the self-oganizationalgorithmandthe
distributed detectionprocessing. The primary goal is to
determinethe parametershatareresponsibldor the per
formance andthento drav conclusionsabouthow to opti-
mizethem.For concretenessheself-oiganizations done
usingthe LCA, while the distributed detectionusesa ro-
bustversion[12] of the parley algorithm[13].

9This work wassupportedoy the AdvancedResearctand Develop-
mentActivity (ARDA) undercontractnumber706400.

1. SELF-ORGANIZATION

The linked cluster algorithm [5] usesan underlying
TDMA frameto allow the wirelesssensomodesto com-
municateamongthemseles. The total numberof sensor
nodesin the network is assumedo befixed,andaslotin
theframeis allocatedfor eachnode. This mediumaccess
control(MAC) structures not efficient for large networks,
sayon the orderof 1,0000r more nodes,andwe discuss
theimplicationsof thisfactin theconclusionsection.The
algorithmis distributed,with eachnodeindependentlyle-
terminingits neighbors.

The overall algorithmhastwo stages:(1) formation of
theclustersand(2) thelinking of clustersusinggatevays.
Theaimof thefirst stages to allow eachnodeto construct
partof the network’s global connectyity matrix. Eachlo-
calmatrixis incompleteput it is consistentvith theglobal
one.Two TDMA framesareusedio exchangeherequired
connectity information. In the first frame, eachnode
transmitsa paclet containingthe nodesthatit hasheard
from previously in the frame. During the secondframe,
eachnodebroadcastés full connectiity row.

Once the two frames have beentransmittedand re-
ceived, stagetwo begins. Eachnodeusests local connec-
tivity matrix andits identificationnumberto classifyitself
aseither: (1) aclusterhead,(2) a gatavay, or (3) anordi-
narynode.At thecompletionof thealgorithm,abackbone
network is formedthatlinks all the clusterheadsthrough
gatevaysif necessaryOneimportantheuristicof the al-
gorithmis thatif two nodescover eachother the higher
numberechodebecomeshe clusterhead.This choicewas
madeto reducehetransmissiomequirementsluringstage
one,but it is not an optimal choice,both for forming the
backbonenetwork andfor thedistributeddetection.

[1l. DISTRIBUTED DETECTION

Eachclusterrunsa separateersionof the soft decision
parley algorithm[12]. This algorithmis a variantof the
original algorithmproposecy SwaszekandWillett [13].
Here,we briefly review its operation.



A. Soft-decisiorParley Algorithm

Assumeeachof N sensorsmeasuresa phenomenon
andcomputesa likelihoodfunction A(r;), for sensor =
1,---,N. Thedecentralizedestperformedat eachsen-
sorduringeachiterationof the original parley algorithmis
givenby

Ui m = 1

A(ri) (1)

=0

In Eq. (1), u;,, is the harddecisionand ; ,,, is the local
threshold,both for the ith sensorat iterationm. These
thresholdsieedto be determined.

A consensusccursf all nodeschoosdhesamehypoth-
esis. The main conceptof the original parley algorithmis
given by the following proposition. “If the thresholdsat
eachroundof the parley satisfy]‘[fi1 Ai;m = A, aconsen-
susdecision,if reachedmatcheghe centralizeddecision
exactly” [13]. From this, one canshawv thatthe optimal
localthresholdsare
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Here, sy ,, andty ,, arethe minimumandmaximumval-
uesof A(ry), given the pasthard decisionsuy ,,n =
1,---,m—1. Xisthethresholdf thecentralizedletection
problem,andits choice selectsthe point on the recever
operatingcurve (ROC).

Thesoftdecisionparley algorithm[12] makestwo main
changedo the original algorithm: Firstly, it usesa two
bit quantizerinsteadof makingharddecisions.To ensure
convergence the quantizeris designedso thatthefirst bit
determinesvhich hypothesiss selectedasin the original
algorithm.Thesecondit thengivesa confidenceneasure
of this decision.Secondlyit relaxesthe constrainthatall
sensomodesagreeon the hypothesis.If somefraction of
then,say80%,agreethenthe parley processtops.

The algorithm works as follows. The minimum and
maximum valuesare chosenfor eachnodes likelihood
function,andthe parley processdegins. At eachiteration,
thelikelihoodfunctionateachnodeis computedcandcom-
paredto the local threshold. This thresholdis calculated
usingthe a posteriori probabilitiesdeterminedy numer
ically integrating the probability densityfunctionsof the
other nodes’likelihood functions betweenthe minimum
and maximumvalues,asshavn in Eq. (2). A soft deci-
sionis made,andthis valueis thenbroadcasto all other

nodes.Sinceeachnodeknows the previous minimumand
maximumvalues,it canreducethesevaluesfor the next
iterationby usingthe two informationbits receved from
eachof the other sensomodesandits knowledge of the
quantizer

B. RolustnessSensoPerformanceversusDistance

One of the fundamentalassumption®f both versions
of the parley algorithmis that the obserationsreceved
at the sensomodes(in a cluster)areall independenand
identically distributed. In a wirelesssensometwork, this
assumptiorwill almostalwaysbe violated. For example,
the soundpressureecevedat anacousticsensowill bea
function of the distancebetweenthe acousticemitterand
the sensar In this paper we study the Gaussiarshift in
meanproblem,wherethetwo hypothesesregivenby

L —(r+5)?
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pr(r) = 3)
wherethe meanis s for hypothesisone and —s for hy-
pothesisero.Alternatively, onecanshift thesesothatfor
hypothesiszerothe meanis zero andfor hypothesisone
themeanis m = 2s. To accountfor the distancefrom the
emitterto the sensarEqg. (3) is modifiedsothatthe mean
distancebetweerthetwo hypothesess givenby

, . m
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whered is thephysicaldistancdrom theemitterto thesen-
sor anda andg areattenuatiorfactorsthatdeterminghe
propagatiompropertiesof the sensednedium. For exam-
ple, acousticseismicandmagneticsensorsvill generally
all have differentvalues.The sensitvity of theresultsto o
andp is consideredn the sectionon simulationresults.

Consequentlythereis afundamentaimismatchbetween
the probability densityfunctionsassumedat eachsensor
nodeandthe actualdensityfunctions. For nodescloseto
the emitter the signalwill be stronger andthe two hy-
potheseswill have a larger meanseparationyn’. Con-
versely for nodesfar from the emitter the hypothesesvill
bestatisticallymuchcloser Theuseof softdecisiondelps
make the algorithmrobust to the meandistancebetween
thedensityfunctions.

m

(4)

IV. SIMULATION RESULTS

In this section,we look at two samplenetworks. First,
let usdefineafew terms. The neighborhoodl’,, of node
v isthesetof all nodeghatareconnectedo v; thenumber
of thesenodesis denotedby k,. We usetwo statisticsto
characterizehe networks in a graph-theoreticsense.The
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Fig. 1. Self-oganizedsensometwork 1. The clusterheadsare
squaresthe gatevay nodesarediamondsandthe ordinary
sensomnodesarecircles. The transmissiorareasof the two
clusterheadsareindicatedby thetwo largecircles.
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STATISTICS FOR NETWORK 1.

primary oneis the clusteringcoeficient, which is defined
for eachnodeby

_ ETY)|
Yo = ks ’
2

where|E(T',)| is thenumberof edgesn theneighborhood

®)

of nodew, and k2“

edgesn I, [15, p. 33]. The averageof +, over all nodes
gives the overall clusteringcoeficient -y, which satisfies
0 <~ < 1. A valueof oneindicatesthatthe network con-
sistsof a numberof fully connecteccomponentswhile a
valueof zerosaysthatno neighborsof any nodeareadja-
centto eachother
The secondstatisticis the characteristigpathlength, L.

It is definedto be the medianof the meansof the shortest
pathlengthsconnectingeachnodeto all othernodes.One
calculateghedistancdrom anodew to all othernodesand
findsthe averagedistanced, . L is themedianoverthe set
{dy} [15, p. 29].

is the total numberof possible

A. Networkl

Figure 1 shavs a ten node network after it has been
clusteredusing the LCA. The radio transmissiorradius,
T X, .4, 1S setto avalueof 1.5 (normalized)units, which
resultsin two clusters.Thefigure alsoshavs thelocation
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Fig.2. Receveroperatingcurvesfor emitter0. Crossesndicate
cluster0, circlesindicateclusterl, and diamondsindicate
thesingleclusterof 10 sensomodes.c = 1.0 andg = 2.0.
100,000trials perdatapoint.

of two emitters.Only thelinks from the ordinarynodesto

theclusterheadsandthe backbondinks areshavn. These
arethe links actually usedto route messagesifter a de-
tectiondecisionis made. During an iteration of the par

ley algorithm,eachnodein a clustersendsa messagé¢hat
is receved by all the other nodesin the cluster(relayed
throughthe clusterheadif necessary)Tablel shows the
statisticsof this network for two differentvaluesof thera-
dio transmissiomadius®.

Thecompleterecever operatingcurvesfor emitterO are
shawvn in Figure 2 for both radio transmissiorradii and
for two differentvaluesof the nominalmean,m. When
TX,.q = 1.5, clustersO and 1 make independentleci-
sions,in eachcaseusingfive sensorsandwhenT X .., =
4.5, only asingleclusterusingall tennodess formed. For
thefirst setof experimentsthe sensomodesassumehat
the underlyingprobability densityfunctionsare separated
by ameanof m = 0.5 (s = 0.25); this valueis correctif
the sensoiis oneunit away from the emitter but theactual
obsenrationsarechangedaccordingto Eq. (4). Sinceclus-
ter1is farfrom thesensarit is ineffective in detectingthe
target. However, clusterO doesquite a goodjob, seenby
examiningthetop curve indicatedby crossesThe perfor
manceof the tennodeclusteris alsoshawvn in the figure;
its curve overlapsthatof clusterO.

In a secondsetof experimentsthe (nominal) meanis

!Sincethereareten nod_es,the valueof L for TX,.,q = 1.5 is the
averageof themiddletwo d,, values.
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Fig. 3. Recever operatingcurvesfor emitter0. Crossesndi-
cateclusterO, circlesindicateclusterl, anddiamondsndi-
catethe singleclusterof 10 sensorsa = 2.0 andg = 2.0.
100,000trials per datapoint. The solid curvesindicatethe
bestperformancehat canbe obtainedwith the givennum-
berof sensorsisingcentralizeddetection.

m = 0.2. Again, the actualvalue variesat eachsensor
with the distanceto the emitter Sincethetwo hypotheses
arenow statisticallymuchcloserto eachother the perfor
manceis degraded.Cluster0 andthetennodeclustergive
equallygoodresults while clusterl is still of no use.We
suggesthatpartof thereasorthatthesetwo configurations
givethesameresultsis becausef theuseof softdecisions
in the parley algorithm. The sensorghatarecloserto the
emitterhave betterdata,andtheirdecisionsaregivenmore
weightin thedistributeddetectionprocess.

Figure 3 shaws the recever operatingcurveswhenthe
propagationconstante = 2.0. This scenariorepresents
a sensometwork whereeachsensoris lesseffective for a
givendistancefrom the emitter Anotherway to think of
this network is that for a given propagatiorconstantthe
network is lessdensethatis, the nodesarerelatively fur-
therapart. Again, clusterO andtheten nodeclusterhave
effectively the sameperformancdor bothm = 0.5 and
m = 0.2. Thelocationof the emitteris, to a large extent,
responsibldor thisresult. Also shavn in thefigurearean-
alytical curvesfor centralizeddetectionusingtheobsera-
tionsfrom five andtensensorstespectiely 2. Thegeneral

*Thereasorthat cluster0 doessomavhat betterthanthe “optimal”
performancdor five sensorss dueto the differencein probability dis-
tributions. The centralizeddetectioncurves assumethat all the ob-
senationsare independentndidentically distributed with a value of
m' = m = 0.25. Theoptimal detectousingtheseobserationsis de-

Receiver Operating Curves

FO

0&E 0.3 1

PF

Fig.4. Receveroperatingcurvesfor emitterl. Crossesndicate
cluster0, circlesindicateclusterl, and diamondsindicate
the single clusterof 10 sensors. « 1.0 andg = 2.0.
100,000trials perdatapoint.

trendsaresimilarto the caseabose wherea = 1.0 andthe
meanis smalleri.e. m = 0.2. Thisresultshavs thatthe
performancelegradessimilarly with distanceandwith the
sensitvity of thesensorsTo someextent,onecantradeoff
thesefactors.Increasings will leadto afasterdecreasén
performancevs. increasinga, which may be a problem
givencertainterrain.

Figure4 shavsthecurvesfor emitterl, whichis located
betweerclustersO and1. Now, the useof all tensensors
providessuperiorperformancesinceit is ableto usesen-
sorsthat surroundthe emitter Clusterl doesbetterthan
cluster0, primarily becauset hasmore sensorgloserto
the emitter The adwantageof the ten node clusterover
clusterl is greaterwhenm = 0.5 (s = 0.25) thenwhen
m = (.2, mainly becausehe two bit quantizationin the
parley algorithmis moreaccurateavhenthe meansarefur-
therapart. Increasingthe numberof bits in the quantizer
may furtherimprove performance

B. Network2

Now, we considera 100 nodenetwork to seehow well
the above resultsgeneralize. The nodesare randomly
placedin asquareof size10 x 10, accordingto auniform
distribution in eachdimension.Tablell shavs the cluster
ing coeficient for four valuesof the transmissiorradius.

rivedin [14, pp. 36-38]. In theactualsystemthevalueof m’ depends
onthedistancerom the sensonodeto theemitter asgivenby Eq.(4).
Fora = 2.0 andj = 2, thevalueof m’ is sometimegreaterthan
0.25,andtheperformances improved.



TX,aa | 1.5 | 25 | 35 | 45
~y 0.597| 0.671| 0.707| 0.748
TABLE I

STATISTICS FOR NETWORK 2.

Fig.5. Self-oganizedsensometwork 2. The clusterheadsare
squaresthe gatavay nodesarediamondsandthe ordinary
sensomodesarecircles. For TX,,q = 2.5, therearefif-
teenclusters but only six nodesthat classifythemselesas
clusterheadsthetransmissiorareaf thesenodesareindi-
catedby thesolid largecircles.Nine gatavay nodesalsoact
asclusterheads. The transmissiorareasfor threeof these
nodesareindicatedby thedashedargecircles.

A radiusof 2.5 givesavalueof 0.671,which is aboutthe
sameasthetennodenetwork with T'X,..4 = 1.5. Figure5
shaws the resultingclusterednetwork for TX,..q = 2.5.
Becauseof the larger numberof nodes,the links are not
plotted. Theemitteris placedin the centerof thesquare.

The linked clusteralgorithm creates30 clusterswhen
TX,.q = 1.5. Figure 6 shawvs the recever operating
cunes for the four bestclusters. Cluster17 doesby far
the best. This is a clusterof seven nodeswith the cluster
headlocatedat (5.515,6.140);cluster19 consistf three
nodes,with the clusterheadat (5.380,4.817). Figure7
shavs the ROCswhenTX,.,q, = 2.5; the clusternum-
bersarenew for this figure. Now, thereareonly 15 clus-
ters. Cluster9, containingsix nodesandwith its cluster
headalsoat (5.515,6.140),givesalmostthe sameperfor
manceasclusterl7 does.lt is interestingio notethateven
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Fig. 6. Receveroperatingcurvesfor network 2. TX,.,q4 = 1.5.
a = 1.0andg = 2.0. 100,000trials perdatapoint.

thoughthe transmissiorradiusis now larger, the cluster
actuallyhasfewer nodes. This phenomenoiis causedy
the heuristicin the LCA that highernumberedhodesare
morelikely to becomeclusterheadsThis clusterheadhas
anidentificationnumberof 86. Clusterheads91, 98, and
99 have clustersof 16,26, and19 nodesrespeciiely.

The main conclusionthat canbe dravn from theseex-
perimentsis that a properly placed cluster with fewer
nodescanprovide performancexsgoodasthatof alarger
numberof nodesspreadover a bigger geographicarea.
Additionally, fewer iterationsare neededor corvergence
of the parley algorithm for the smallercluster?, and a
lower transmitterpower is used. This not only savesbat-
terylife, butit alsoreducesheprobabilitythatthenetwork
itselfis detectedy anadwersary However, thelargerclus-
ter is generallyableto provide betterperformancenvhen
the emitteris furtheraway.

V. CONCLUSIONS AND PRESENT WORK

The linked clusteralgorithm was designedfor a mod-
eratesizednetwork, perhapaup to about100 nodes. The
requirementf reservinga TDMA slot for eachnodein
the network, at leastduringthe self-oiganizationphasejs
arestrictionthatwe would like to remove. Moreover, the
heuristicthat the highernumberedhodesare morelikely

3Referencg12] shaws plots of the numberof iterationsnecessary
to achieve convergenceasa function of the detectionthreshold.It also
shavs similar plotswhentheradiotransmissionarecorruptecby chan-
nel errors. In all casesstudied,fewer iterationsare neededor a five
nodeclustervs. atennodeone. Also, fewer total bits aretransmitted
periteration.
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Fig. 7. Receveroperatingcurvesfor network 2. T X .4 = 2.5.
a = 1.0 andg = 2.0. 100,000trials perdatapoint.

to becomecluster headscan lead to cluster formations
that are not particularly good for distributed detection.
Presentork is taking the architecturgproposedoy Sub-
ramanianandKatz [2] andturningit into a completeself-
organizationimplementation.This algorithmwill thenbe
integratedwith thedistributeddetectionprocessing.

The choice of the soft decisionparley algorithm for
the distributed detectionis motivatedby threefactors: (1)
When the obsenrations are independentand identically
distributed and the underlying probability density func-
tions are known, the detectionperformanceof the algo-
rithm matcheghatof a centralizeddetectorhaving access
to all the obserations. (2) The algorithmis robustto un-
certaintyin thephysicaldistancebetweerthesensonodes
andthe emitter which leadsto a changein the meandis-
tancebetweenthe hypotheseslt is alsorobustto bit er
rorsin transmissiorof the quantizednformation. Ongo-
ing work is studyingrobustnesso thechoiceof probability
densityfunctions. (3) By sendingonly very shortpaclets
(presentlytwo bits) amongthe sensornodes,the sensor
network itself is harderto detect. Thesebits canbetrans-
mitted using low probability of interceptcommunication
techniques. Only after a target is detectedwill a larger
paclet be sentthroughthe backbonenetwork, and even
this paclet doesnot needto be particularlylarge.

Two otherissuesare also of interest. While the self-
organizationalgorithm forms the clustersand createsa
backbonenetwork, it doesnot specify how to route the
decisionthroughthe network. The choiceof a goodrout-
ing protocol is thereforeimportant. Perhapsaven more

critical is the designof a suitableMAC layer for usewith

the sensometwork. While thereis a considerablditera-
ture on this topic for wirelessnetworks, we suggesthat
it is importantto studyhow the self-oiganization the dis-
tributed detectionalgorithm,andthe MAC layerinteract.
The useof clustersshouldsimplify this problemto some
extent. Sincethe paclet transmissiongassociatedvith the
parley iterationsareonly intendedfor the sensomodesof

the given cluster they canbe sentat a low enoughpower
to reduceinterferencewith otherclusters.
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